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WIRED

3 X FREEBSD FIREWALLS
4 X CORE / DISTRO CISCO 
SWITCHES
21 X EDGE CISCO SWITCHES
ARUBA UXI MONITORING
WI-FI REGISTRATION SERVER
THE MEDIA SERVER

WIRELESS

4 X ARUBA CONTROLLERS
49 X ARUBA ACCESS POINTS 
(MODEL 305)
317 X ARUBA ACCESS POINTS 
(MODEL 534/535)
3 X ARUBA UXI SENSORS



• VILLAGES
• CONTESTS
• SPEAKERS
• PRESS
• INFOBOOTH
• DC TV
• DISCORD DEVOPS
• DEMOLABS
• GOONS

• WORKSHOPS
• YOU!
• FBI SURVEILANCE VAN
• AND SOME VEGAS RANDOS

• AND YAY….
• 15 YEARS OF THE 802.1X 

ENCRYPTED ESSID



TRADITIONAL STATS

• 16.6 TB OF INTERNET TRAFFIC (VS DC30 14.2 TB/ DC 29 
6.8TB ETC ETC)
– INBOUND: 12.5 TB
– OUTBOUND: 4.2 TB

• 6,737 USERS REGISTERED ON WIFIREG
• 3,066 WIRELESS USERS PEAK
• 2,733 WIRELESS USER PEAK
• 16,367 UNIQUE DEVICES
• 12.6 TB WIRELESS TRAFFIC
• 2.1 TB MEDIA SERVER TRAFFIC



CHALLENGES

• WEDNESDAY:
– ANDROID 802.1X WI-FI INSTRUCTIONS
– DNS SERVER TUNNING REQUIRED

• THURSDAY:  UPSTREAM ISP ISSUES
• FRIDAY: NEED TO IMPLEMENT TRAFFIC SHAPPING
• … AND THAT BROKE THE BIRD



NZYME WI-FI STATS
Unique SSID’s advertised: 6450
Management Frames analyzed: 8.6GB / 28,851,363 frames
Pwnagotchis detected: 18
Pineapple frames detected: 422
Marauder ESP32 detected: 1105
Attempts to spoof any of DefCon SSID's by changing or disabling encryption: 6222

Most advertised networks:
– :call_me_hand:
– 5_optout_nomap
– 5Guys
– 03 Never gonna run around
– 02 Never gonna let you down
– 2_optout_nomap
– 3D-v8veA1ct
– 01 Never gonna give you up
– .
– 06 Never gonna say goodbye
– 07 Never gonna tell a lie
– 04 and desert you
– 08 and hurt you
– 0xDEADBEEF
– 05 Never gonna make you cry



GRAPHS: BELIEVE



THE INTERNETZ



WIRELESS



AND YOUR PASSWORDS
• ilikebigassbananas123!@#
• WhyAreWeAllLikeThis2023
• Ihavethehighground3579
• notanimportantone
• busilyvariedoncology
• fingersarenotyourfriend
• din0 g0 r0ar
• Get to the fucking wifi1!
• mentosgrande
• RoastBeefRoastBeef
• beefbeefbeef
• beefcheese
• ILikePancakes42069
• SauceOnThemRibz069
• iateyourmomsbutthole

• thebestnetwork <=== <3



GO TEAM!
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THANK YOU!

DT
JANET
NIKITA
ALL DEPARTMENT LEADS
QM
PHIL , HARRY AND CEASARS IT
MABLE AND ENCORE STAFF
ALL DEF CON GOONS
YOU!




