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The Gear
Wired Gear

2 x Firewalls - FreeBSD
2 x Core/ Distro Cisco Switches
15 x Edge Cisco Switches
Some unmanaged switches
2 x Monitoring ”Servers”
1 x WiFi Registration ”Server”
THE Media Server

Wireless Gear

1 x Aruba Controllers

52 x Aruba Access Points (model 
305)





Wi-Fi Graphs/ Stats



Wi-Fi Stats



Challenges: YoloSecOps
• Intermittent switch failures at Bally’s 

Contest area
• A few Radius Server issues on Wed
• Testing all platforms available on wifireg
• (some) last minute requests



Wired
● VillagE
● ContesT
● Speakers
● DC TV
● Discord DevOps
● Workshops

WOW-Fi
● Attendees

● Villages

● Contests

● And everyone else



The Traditional Stats
6.8 TB of internet traffic (vs DC 27 - 12.6 TB)
– Inbound: 1.4
– Outbound: 5.4
2,396 users registered on wifireg
706 wireless users peak
3,829 total number of devices on WoW-Fi
3,283 unique DHCP leases
2,983 different mac addresses
4.9 TB of wireless traffic
1.1 TB media server traffic
4.5 Gbps of peak traffic on the core
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Thank you!
● DT
● Janet
● Nikita
● Millz
● QM
● Caesars IT
● Encore Staff
● The very nice folks who brings us snacks
● Every other DEF CON Goon
● YOU!

https://noc.defcon.org

@DEFCON_NOC

https://noc.defcon.org/

