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DCNET Highlights
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50 WiFi Access Points





WiFi Secure Users
260K associations
2,427 reg’d users

1,691 unique devices
40,358 success AUTH’s

(~1K/hour)

DEFCON (open)
144K associations

Peak 11K/hr

IDS points of interest
Denial of Service Attacks 372
Impersonation Attacks 127
Signature Pattern Matches 11
Policy Violations 8
Unauthorized Devices* 21

* Wireless bridges & ad-hoc devices

User Stats
Avg Simultaneous: 600
Peak Simultaneous: 900





DC20 Internet Usage



DCNET peak: 421Mbps network traffic
57Mb – Internet

258Mb – DC20-MEDIA
105Mb - Other



DHCP Leases
4,251

VLAN’s
Wired: 20
WiFi: 170
+NinjaTel

DC19: 500MB
DC20: 1.03TB
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GET EXCITED…
DEF CON 21 !!
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