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DEF CON Networking

THE DC20 NETWORK

http://www.defconnetworking.org/ NEECEON
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DCNET Highlights

NETWORKING




60
network drops

Vendor Requirement Wall Jack Patched by VLAN Switch Port.

DefCon Staff & Operations

Team/Room Location Requirement Wall Jack Patched by Switch Port

Contests

Main Contest/ Event Area (Rio 4-7)

Event Requirement | Wall Jack Patched by VLAN Switch Port

Othar contests

Event Raquirement Wall Jack | Patchad by VLAN Switch Port
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50 WIFI Access Points
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SSID Associations

DefCon DefConSecure
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144K associations 260K associations
Peak 11K/hr 2,427 reg’d users
1,691 unique devices
40,358 success AUTH’s
(~1K/hour)

DEFCON (open) “S=  WiFi Secure Users
-~
.

Denial of Service Attacks
Impersonation Attacks User Stats

Signature Pattern Matches Avg Simultaneous: 600

Policy Violations Peak Simultaneous: 900
Unauthorized Devices*

* Wireless bridges & ad-hoc devices NETWORKING
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DC20 Internet Usage

dcfw - Traffic - em2

o
c
o
v
Q
n
-
Q
(=8
wn

+

e

L0

From 2012/07/26 00:37:25 To 2012/07/29 13:52:46

B Inbound Current: 43.91 M Average: 20.94 M Maximum: 88.13 M
B Outbound Current: 6.73 M Average: 4.74 M Maximum: 14.06 M
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dcfw - Traffic - laggO
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Sat 18:00 Sun 00: 00 Sun 06:00
From 2012/07/28 13:24:31 To 2012/07/29 13:24:31

B Inbound Current: 324.17 M Average: 107.80 M Maximum: 370.32 M
B Outbound Current: 403.60 M Average: 205.54 M Maximum: 421.00 M

DCNET peak: Mbps network traffic
57Mb - Internet
258Mb — DC20-MEDIA
105Mb - Other NEECON
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Full Circle

DEFC&ON. BEmM

FREESIDE ORBITAL CITY

Tessier-Ashpool cerconorg ~ EEHEENEeEn
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GET EXCITED...
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