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Timeline

Mon Tues WedSun

Arrive Setup Infrastructure
Hang AP’s

Finish AP’s
Patch rooms

Sleep Sleep

More patching
Verify & test

Sleep Sleep Sleep Sleep

Fri Sat SunThurs

Sleep Sleep Sleep Sleep

StrikeD  e  f  C  o  n   1  7

Shenanigans brought to you by:
#DefCon #DrinkHoes #Sparky



To-Do List



MTB

Mobi le
Tact ica l
Bar



DC17 Network

Wired network

• 25 VLAN’s/networks

• 36 Rooms

• 45 Patch requests

Wireless network

• 50 VLAN’s

• 39 Aruba AP’s
• Access Points: 31

• Air Monitor: 8



Network Usage

• DHCP Leases: 3,493

• WiFi Usage: 

–Data in/out : 255GB / 305GB–Data in/out : 255GB / 305GB

–Average users: 370

–Max WiFi Users: 675



Internet Usage

• Internet

–20Mbps Connection – well used!

•We’ll get more next year (25Mb or 50Mb?)



Network Attack Stats

Average attacks per hour:

• DoS Attacks……….306

• MiTM Attacks……..226 

• Policy Violations…120



DC17 Public Net Usage



DefCon TV

• 69,229 hits during DC17

–40,860 from outside the con

–28,369 from inside the con

• 3,743 video streams served!• 3,743 video streams served!

• Hacker Confessional:

–92 streams captured, 27 usable

- Sole source of con-based uploads



Jeff had an idea…

Photo by Conal Garrity



Savage Moss-DoS

Standing in queue

Adam’s Talk

Qik Video 



Thanks!
Lockheed

Heather

Videoman

effffn

Mac

EnkiEnki

Sparky

KidKaos

See you at DefCon 18!
noc@defconnetworking.org


