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Shenanigans brought to you by:
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DC17 Network

Wired network Wireless network
e 25 VLAN's/networks e 50 VLAN's

e 36 Rooms e 39 Aruba AP’s

e 45 Patch requests e Access Points: 31

e Air Monitor: 8



Network Usage

e DHCP Leases: 3,493

e WiFI Usage:
— Data in/out : 255GB / 305GB
— Average users: 370
— Max WiFi Users: 6/5
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Internet Usage

e [nternet

— 20Mbps Connection — well used!
e We'll get more next year (25Mb or 50Mb?)

Defcon 17 Firewall - Traffic - em?2
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From 2009/08/01 06:00:00 To 2009/08/02 00:00:00

E Inbound Current: 16.18 M Average: 14.47 M Maximum: 20.99 M
B Cutbound Current: 3.87 M Average: .85 M Maximum: 15.38 M



Network Attack Stats

Average attacks per hour:

e DOS Attacks......... .306
e MIiTM Attacks........ 226

e Policy Violations...120
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DC17 Public Net Usage
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Thu 12:00 Fri 00:00 Fri 12:00 Sat 00:00 Sat 12:00 Sun 00:00 Sun 12:00
From 2009/07/30 05:00:00 To 2009/08/02 1&:00:00

B Inbound current 15.02 M Average: 7.068 M Maximum: 21.14 M
B Cutbound Current: 2,28 M Average: 1.32 M Maximum: 12,40 M




DefCon TV

e 69,229 hits during DC17
- 40,860 from outside the con
- 28,369 from inside the con

e 3 743 video streams served!

e Hacker Confessional:
— 92 streams captured, 27 usable
- Sole source of con-based uploads
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Jeff had an |dea...

Photo by Conal Garrity
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Savage Moss-DoS

Defcon 17 Firewall - Tra

I
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11:00 12:00 13: 00 14: 00 15: 00
From 2009/08/01 10:16:40 To 2009/08/01 15:00:00

B Inkbound Current 20,72 M Average: 17.99 M  Maximum: 20,92 M
B Outbound Current: 3.19 M Average: 5,96 M Maximum: 15.38 M




Thanks!

Lockheed
Heather
Videoman
effffn
Mac
Enki
Sparky
KidKaos

See you at DefCon 18!

noc@defconnetworking.org



