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SF Chronicle - DefCon 9 / 2001

And, of course, brownie points for actually getting on the
DefCon computer network without having some |User
eat your passwords (or your brain). [...]

"Damn, | can't get on the network!" exclaims a guy next
to me with a British accent. He pushes his Sony laptop
away in disgust and lights another cigarette.

"The whole thing is jammed!" says someone else who
sounds Canadian. Then the Canadian laughs and adds,
"What do you expect in a roomful of hackers?"
Everyone is trying so hard to break into everyone else's
computers that it's impossible to exchange any kind of
data at all.

http://www.sfgate.com/cgi-bin/article.cgi?file=/gate/archive/2001/07/18/defcon.DTL
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DefCon 8 Requirements

We will use ALL the convention space at the Alexis Park this year
Network Link: T1 or DSL planned- still TBD

Network Infrastructure: 10/100Mb switched ethernet to be
provided to general use areas (Parthenon 1&2), hallways, and
foyers, as possible.

Wireless: GoonNet™ secured segment for staff use only (contained
in the NOC); PublicNet access for general use areas Parthenon 1&2,
hallways, pool, and bar (Alexis Gardens) desired.

NOC location tenatively set at south end of Parthenon 1 (same as
last year) — may move it out to Parthenon 5, depending on
homerun/wiring availability, for security/access reasons.
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DefCon 9 Requirements (NFP)

Network Coverage Requirements

The network will consist of a high-capacity upstream link, patch
runs to the conference rooms, the existing RJ45 jack patch
network, the frame room, the backbone infrastructure, and
the IEEE-802.11b wireless LAN segment.

The general philosophy will be to provide wired network access in
the Parthenon area, but outside of that area, network access
will be done via the 802.11(b) wireless infrastructure.
Additional RJ45 do not exist outside of the Parthenon area.
We are not looking at expanding that (the hotel would have
to take on the expense of having that done).

The Alexis Park Hotel has a T1 line in-house for our use already. We
will investigate the option and cost for turning that up to T3
capacity (T3 or DS3).

The following conference areas have an existing network of RJ45
jacks that are tired back to the frame room patch panel:
Parthenon 1-4
Parthenon Hallways (North, South, & East)

Athena Gardens

Last year we ran a cable segment from the frame room to the
center of the north wall of Zeus. That will be used for speaker
use from 6am to 6pm, and for use by Noid & the DJ’s, as
needed.

We would like to gain additional wired-network covered to the
following areas:
Apollo
Parthenon Roof (Tent)

We will be requesting the Hotel electricians run a patch line from
the frame room to Apollo & the Tent. Wiring patch lines to
the conference rooms will allow speakers to have live-access
to the Internet for speeches & demos.

The coverage challenge this year will be an increased coverage area
for the wireless segment. We will again standardize on IEEE-
802.11b RF LAN equipment. The 802.11b standard gives us
up to 11mb per access point (AP) to distribute to clients. Use
of 802.11 (the original spec) only provides 2Mb of bandwidth.
Location of installed access points will be covered later in this
document.

Areas we would like covered by the Wireless LAN area:
Parthenon (ground & roof levels)
Zeus
Apollo
Athena
Bar/Gardens
Pool 1

Optional Areas (in priority order)
Building 14 (Goon Block) _
Pool Area 2
Pool Area 3
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Current Design Specifications

Public access via WiFi only

20MB External Internet B/W

Public & Private subnets
DCA1E are physically separated

Private subnets for:
Speakers
Press

s DC16 Staff

DEFCON Firewall - Traffic

Vendors
Contests

L — L P N o, Others
Thu 12:00 Fri 00:00 Fri 12:00 Sat 00:00 Sat 12:00 Sun 00:00 Sun 12:00
From 2008/08/07 12:00:00 To 2008/08/10 17:50:00

Inbound current: 4.49 M

Ave £ 4.80 M C o
Maximum: 19.75 M Total In: 167.52 GB ereeE DH P LeaseSo
W Outbound Current: 688.40 k Average: 705.80 k
Maximum: 14.21 M Total Out: 24.61 GB DC14. 2 355
* )
DC15: 4,932
DC16: 4,569




Network Layout &
Design
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Alpine Switch GoonNet

DHCP Server 802.11 Segment

Public Net (part of Public Net)

DHCP 10.10.0.0/16
Static10.20.0.0/16

CTF Net

Static 10.30.0.0/16
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Goon Net  207.88.64.96/27 (gateway 207.88.64.97)
PublicNet  10.0.0.0/8 network
AP's on 10.10.254.0
DHCP on 10.252.0.0/16 (gateway 10.252.0.254)
Goon Admin on 10.10.0.0/24

CTF Net 10.255.0.0/16

Public Net Location IPAddress Channel Jack Type PW

AP1 Parthenon 10.10.254.254 1CCPP-126 Cisco 4800 root/prlxxx73a  Returned
AP2 Gardens/Bar 10.10.254.253 6 CCPP-168 Cisco 340 root/goOnN3+ng  Returned
AP3 10.10.254.252

AP4 Zac's Room 10.10.254.251 11 DT Dual Lucent With Zac
AP5 Apollo 1 Shipley Linksys WAP11 USB Config'd Returned
AP6 Cabana 2 11 Lock Linksys WAP11 USB Config'd Returned

AP7 NOC 10.10.254.251 11na/ Enigma Lucent 1K pw: scriptk1dd13 Returned
No console
access, need
to disable NAT Goldy D-link pw: dark31337  status unknown
Stainless 3Com
available 10.10.254.248 Steel 3CRWE747A pw: fuu-ba4d Returned

Brandon
10.10.16.20 6 VideoMan Palmer Aironet AP4800 none Returned
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Metgear Ethemeat Bridge
Loe: Hotel Front office.
Intarnet Connaction

& Port 10/100
Switch 802110

Loe: Front Offlce Laoc: Cabana 1

(- S,
Metgear Ethernet Bridge.  Neigear Ethemet Bridge.
Loc: Hotel Front office Loc: Cabana 1
Cest: Cabana 1
SeAT BOZ1b
>
Netgear Ethemet Bridge,  Netgear Ethernet Bridge
Lo Hatel Front offica. Loe: Cabana 3

Dest: Cabana 3
Depandant
—y RIS
B0 4]

Lac; Cabana 3

it Link (Optional) — ; a =
; wetgear Ethemet Bridge Metgear Ethemat Bridge.

OpenBsD OpenBsD Loc: Hotel Front office Loc: Zacs Room
Firenall Firgwall Dest; Zacs Room
All of Con MNOC/Goon,
Loc: Head Dist Loc: Head Dist
Rastricted Accass. Unrestractad
Access Switch (Optional)
Loc: Head Dist

Goon Nat
Loc: Zacs Room

A Pord 10/100 Cheap Ass
Firewall

DefCon NOC

Clsco Cal 400416 with 3 or 4 i i sy )
48 port blades. | Cisco Cal 6500 with 2 0 3 Area

This will be the connection WLP:EE}EE:ES'
for all of the wall jacks.

AT
Metgear Etharnet Bridge.
Gaing 1o hotel front office 3
Loc: Head Dist == é

\ CTF Network. M Compathle T Skt e

P?){.'Cll'm\:tk::acin: Cisoo Cat 4004/6 with 3 or 4
F|(r:e'!\_';_q~l 48 povt blades
(a6 o CTF main Switch
CTF Roaim.
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st Connection
Pl - MOVLAN
ip unknown

Inte

Hmed (gfed) - XKOVER
route mrelwork
192.168.252 11,/28

Fxpl WLANS
faln

Hrel) VLANG
faliz2

Hmed YLANT

fali3 Bender

Fwitch
8

Hme1(gfet) - VLAN 7
WaveSEC Guy
192 168.252 1/30

Frot - VLAN 5

PUBLIC PHY

192 168.0.1/20
DHCP

Hmed(giez) - VLANG
Server Area
192.168.32.1/24
DHCP for half

HmeO{gfel) - VLAM &
WIRELESS
192 168 16.1/21

Fublic DefCon Met
18216800020
GW 192 168.0.1
DMS 192 168.0.1

WaveSEC BOXWireless
Outslde Net 192 168,252 230
Routed MNet 10.250.0.0/23

Public Servers
192,168, 32.0/24

Public Wireless

192 168.16.0/21
GW 192168161
DMS 182 168.16.1

i {_.}p&r' F}r.i-:k-l-i

The Internet!

GigaFast Bport
switch

MiniPC

4

142.168.252.12/28

nlem . It
fepl - MOVLAN
i Uk rown

Hme3 (gfed} - XOVER
rouie nebwork
142,168,252 .5/28

Fxpt - VLANZ
GOON NET
172.16.0.1/23
DHCP
fal

Hme1 YLANS  Hme2 VLAMNA
Pl 515 falli2 falis
Ot 192 168,252 10/29

INATZ16.02723

2948 NOC swite

Hmeligfed) - MO VLAN
172.16.0.1/23

R3S FEEDS for CTF
1721632 1/24
DHCF

Cat 2924
E-store

Hmel{gfel) - VLANS
SPEAKERS MET
172.16.33.1/24
CHCP

Hme2igfe2) - VLAN 4
STREAMS
172.16.34.1/24
OHCP

FS5 Feads
1T2.16.32.0/24
DHCP

Goon Met
1T216.0.0023
DHCP

Speskers NET
172.16.33.0/24
OHCP

Public Streaming
Servens
172.16.34 0024
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Corssover Cable

et 90
Int: fxpt < Intemit %
Trunk port Bender-2 Dell 1650 Lesla 1.5 Dell 1550 :
InfoBooth VL10 6 interfaces & phy interfaces CTF Speakersiel
Contest VL11 fxpd Intermet Cannactivity Int: hmei Int: hma1
Int: Wian1/fp1 Int: hmed 172.32.254.0i124 172.16.9.0/24
VLAN I1D# 11 4Tk SpaakersNET
Int hme2 WaveSec 10120024 Thrpivand P2
Defronf Servers Int: hme0 WL20
10.14.0.0¢24 1011.0.029
VLAM 0¥ 13

b

!!l!. Speakershlet
Cisco 2848 VL2t

Int; himet
Wireless MNOC hmea2
WianT
192168 .0.0/16

(te)) (toy) (o)) i NOC
; ) Int: hime2
172.16.0.0/21

AP | Router AP | Router AP | Rovter WHIRSED PressHel
DC-W 192.168.1.11/16  DC-W 192.168.1.12/16 DC-W 192.168,1.13118 Exteral P, P TR Int: vianbifxp0
WiFi 10,1,0.1/16 WiFi 10.2.0.1/16 WiFi 10.3.0116 10.11.9.0/29 VL4 VLAN 1D# 23
Parthennon 1 and 2 Parthenan 3 and 4 BoardRoom : 172.16.8.0/24
SSID: defcont S5ID: defcon2 S58ID: defeond ( f
()

(92 (t9) (t97)

AP [ Router AP ! Router AP | Router
DC-W 192.168.1. 1416 DC-W 192.168.1.15/116 DC-W 192.168.1.16/16
WiFi 10.4.0.1/18 WiFE 10.5.0.118 WiFi 10:6.0.116
S3ID: defcond S310: defoons S510: defcons
iﬂ‘q VendorMet
E Int; fxpliviani
(( )) (( }) <( )) e VLAN 1D#24
172.16.10.0/23
Defcon Servers
10.14.0.0/24
AP | Router AF | Router AP { Router
DC-W182.168.1.1716  DCAW 192.168.1.18M8 DC-W 192.168.1.1916
WiFi 10.7.0:1/16 WiFi 10.8.00116 WiFi 10.2.0.1/16
SE|D: defconT (( )) S81D: defcond BSID: defrond

AP { Router ContestMet

DC-W 192.168.1.20/16 : VLAN ID# 11
WIEi 10.10.0.1116 Wireless Network 10.12.0.0/24

S3ID: defeori0 Routed Aps With DHCP
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()
Port 2/5 on de-sw-cora-1 1

Trunk WVLANs 100-132 { }

Wireless- VLAN 100-132

= & See Second Page (192}
plfb?::?W ackup Wirgless — quark - hme0

Quark s Em0 Trunk Backup Wireless Net — hme0

:; : a1 Public ;;:;Z"??,uack - hmet 10.64.0.0/11
LAS Vegas.net : Diechio bl 255.224.0.0

Wireless )j'louer Liki Public servers — hime1
3mbls 182.168.8.1/24 - DA 10.0.0.0424
152.16: 24 — Clugrk - hiree Direct to de-sw-noc-2
92.1684.2124 - O himed

Contest — do-sw-core-1 ContestArea

Port 2/3
Bm)lh {!c:-sw-ccm\ 10.2.0.0/24
=== Port 212

""N—_\\_‘_\_\_\_

Spare public \r\anh_‘_
Port 214

Vendors — de-sw-core-1

Port 2/47 InfoBooth Spare

I
#
Reg - de-sw-core-1 P D sk oo 10.1.0.0/24 10.3.0.0/24
Speakérs — Port 2/46 =
Hme! to de-sw-noc-1 De-sw-core-1 1 =

Port 2/40-44

Dec-sw-noc-1 : ! t ) A CTF Net
Goon Net / Goon Private Servers  Speakers  Registration(?),  Vendors PressNet 172.32.254.0/24

GN- 172.16.0.0/21 172.16.9.0/24 172.16.10.0/24\172.16.11.0/24 172.16.8.0/24
GNPS- 172.16.12.0/24 \

DefCon Private
Servers
172.16.12.0/24

DAX c\nents

\
Wlan ACL
(Durnps)
Ports 2/15-20
\Watches vlan 100-132

Dump Client. Dumps HUB in NOC Dump Client.
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IDF — MDF Fibre
F'n“-’ TFJI"IK e \

10 MB Wilress o e, T _
i Port 2/ ,
Internet Connection A, : IDF Switch

DC15-FW1-Core / Mgmt Vian 50 Mgmt Vian 50

IP 192.168.0.3 2 IP 192.168.0.4
6‘ ﬁ ~—_Vlan 14 For Wirsless APs

Vendor 1 Vendor 2 L i
Vender Net — Vian 3 - 172.16.11.1/24 f F ) /”’"

6 &_J_x* ; \ NetGear Fiber Switch 1
Contest 1 Contest 2 . \ ,ﬁ% y

Contast Net - Vian 71 - 10.2.1.0/24 I \ :
NetGear Fiber Switch 2 Monitoring Server (Cacti)

o .
6 &-—/ Moritoring Net — Vian 50 — 192, 168.0.0/24
Press 1 Press2 8 6
Press Met — \lan 61 - 172.16.9.1/24 Sniffer 1 Sniffer 2 %
Table of Doom — Span of wireless traffic with

6 6_.__—*// network HUB ear Switch
Wifiv 1 Wifi V2

Will-Villiage Net — Vian 72 - 10.3.0.1/24 a 6

Lame Retard
6 8 — UberSecret Contast - Vian 78 -

10.250.250.1/24 '
NOC Bitch 1 NOGC Bitch 2 f
NOG Met — Vian 64 — 172.16.12.1/24 o L - F—
4 4

B Cataiyst POE Switch Gral a Convention Space Aps (82) Via 43- 149
6 afﬁ Speaker 1 Speaker 2 For Grande

Info Booth [nfo Booth gpeakers Net — Wian 60 - 172.16.8.1/24 IP 10.149.0.2
Info Boath Net—Vian 70 - 10.1.0.1:24

\% 6 8 Top of Riv Vian 148148 | | Lot) Vian 148-149

& & | | T
acker
Reg Desk Reg Goon i DefCon Wireless Network- Vian 100-150

Info Booth Met — Vian 82 — 17216 10.1/24 Capture The Flag - Vian 68 - 172.32.254.1/24 Network 10.1xx.0.1-10.1%x.31.254 (xx is

vian number)

DefCon 15 Network Diagram - Draft - VideoMan
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Challenges - pre-Riviera

Lack of equipment

= Beg, borrow, and...borrow-more.
Lack of consistent equipment

= Routers, firewalls, WiFi

= “Oh, | have this really cool firewall idea...”
= Staff would change year-to-year




Present Day
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Challenges - @TheRiv

Grande & Royale are split segments
Royale is split between MDF & IDF
Data path from Grande to MDF

t’s a union hotel (+/-)
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DefCon 16 - Core Layout

Riviera Convention CenterFloor Plan
S

First floor of Royale Pavilion

Fiber MM

Kitcher: Switch | GReid ol : 41 4 ' STAGE | . I LRE

D ' Ethernet
e CHEW - I C N
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[criLL ouT/i READY;ROOM
a&\sgﬁLL‘ Second Floor of Royale Pavilion

(expected completion: mid 2000)

Monaco Tower Meeting Rooms i ” ®
B —| RS Aruba Switch

Mecting Rooms Top [ the Riv This 3rea b5 open wo below

Ballxmn
Yod Floos SPARE]

2k boor

DISPATCH

CTENOC

HARDWARE LOCKPICK
[HACKING VITTAGE BlVI A GE]
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DC17 Wireless Deployment
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Gear List

2 x Servers (FW & Monitoring)

1 x Cisco 3660 Core Fibre Switch (10/f)
3 x Cisco 2948 (48/c + 2/f)

3 x Cisco 3500 (24/c + 2/f)

4 x Cisco 2924 (24/c + 2/f)

1 x Linksys 24-port POE

2 x Netgear 8-port POE

1 x Aruba 6000 Controller (48/c + 2/f)
40 x Aruba AP70’s

1 X guard dog (German Shepherd)




